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About this document

This document contains the changes required to deliver the Proposed Solution.
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Section A ‘Definitions and Interpretation’

These changes have been redlined against Section A version 38.0.

Amend Section A1.1 as follows:

A DEFINITIONS AND INTERPRETATION
Al, DEFINITIONS

Al.1 In this Code, except where the context otherwise requires, the expressions in the left hand
column below shall have the meanings given to them in the right hand column below:

One Time Password (OTP) has the meaning given to that expression in Annex A of the DCCKI Certificate
Token Policy.
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Section G ‘Security’

These changes have been redlined against Section G version 23.0.

Amend Section 2.37 to 2.39 as follows:

G2. SYSTEM SECURITY: OBLIGATIONS ON THE DCC

Cryptographic Credential Tokens,-and Smart Card Tokens and OTP Tokens

G2.37

(a)

(b)

G2.38

G2.39

Before supplying any Cryptographic Credential Token,-ex Smart Card Token or OTP Token to any
person in accordance with the provisions of this Code, the DCC shall ensure that the version of the
software which forms part of that Cryptographic Credential Token, e+ Smart Card Token_ or OTP
Token:

operates so as to generate Public Keys each of which is part of a Key Pair that has been
generated using random numbers which are such as to make it computationally infeasible to
regenerate that Key Pair even with knowledge of when and by means of what equipment it was
generated; and

has been adequately tested for the purpose of ensuring that it fulfils its intended purpose.

The DCC shall, wherever it is reasonably practicable to do so, establish with the manufacturers of
the hardware and developers of the software and firmware which form part of any Cryptographic
Credential Tokens,e¥ Smart Card Tokens or OTP Tokens to be supplied by it in accordance with
the provisions of this Code, arrangements designed to ensure that the DCC will be notified where
any such manufacturer or developer (as the case may be) becomes aware of any material security
vulnerability in, or likely cause of a material adverse effect on the security of, such hardware,
software or firmware.

Where the DCC becomes aware of any material security vulnerability in, or likely cause of a
material adverse effect on the security of, any hardware, software or firmware which form part of
any Cryptographic Credential Token,-er Smart Card Token or OTP Token which has been supplied
by it in accordance with the provisions of this Code, it shall notify the Subscribers for Certificates
associated with the use of Cryptographic Credential Tokens,-e¥ Smart Card Tokens or OTP Tokens
and (wherever it is reasonably practicable to do so) the manufacturer of the hardware or (as the
case may be) developer of the software or firmware.
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Appendix C ‘SMKI Compliance Policy’

These changes have been redlined against Appendix C version 3.0.

Amend Section 2.2 as follows:

2 SMKI INDEPENDENT ASSURANCE SCHEME

Quality Requirements

2.2 The quality requirements specified in this Part 2.2 are that the SMKI Independent Assurance Scheme
must be a scheme:

hy(a) which is based on ISO 27001; and

fe3(b) is an accredited scheme approved by the SMKI PMA.the-provider-efwhich:
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Appendix D ‘SMKI Registration Authority Policies and

Procedures’

These changes have been redlined against Appendix D version 7.0.

Amend Section 5.4 as follows:

Detailed Party, RDP, Manufacturer, SECCo and DCC (as DCC Service
Provider) registration procedures and processes

Each Party, RDP, Manufacturer, SECCo and DCC (in its role as DCC Service Provider) shall ensure that its
nominated representatives wishing to access SMKI Services and/or the SMKI Repository Service shall
undertake the procedures and processes as set out in SMKI RAPP Sections 5.1 to 5.5, as appropriate.

5.4 Procedure for provision of credentials to AROs for accessing SMKI Services
and the SMKI Repository Service and file signing

The procedure and processes as detailed immediately below shall be conducted by the SMKI
Registration Authority in order to provide credentials for accessing SMKI Services and/or the SMKI
Repository Service or for file signing to Authorised Responsible Officers in respect of a Party, RDP,
Manufacturer, SECCo or the DCC (in its role as DCC Service Provider). The SMKI Registration Authority
shall not provide such credentials to an individual on behalf of a Party, RDP, Manufacturer, SECCo or the
DCC (in its role as DCC Service Provider), other than where the organisation has completed SMKI and
Repository Entry Process Tests and such individuals have become Authorised Responsible Officers.

Step  When

5.4.1 During ARO
verification
meeting and
after becoming
an ARO

Annex A — MP272 legal text

Obligation

IKI credentials for submission of CSRs in
respect of Organistion Certificates using SMKI
Portal via DCC Gateway Connection-erSMKI
Portada-the Internet

If the applicant has indicated on the Authorised
Subscriber application form that it wishes to be an
Authorised Subscriber for Organisation Certificates
and/or Device Certificates, and where the Party,
RDP, Manufacturer, SECCo or DCC Service Provider
has successfully completed SMKI and Repository
Entry Process Tests, the SMKI Registration
Authority shall, if the ARO wishes to access the
SMKI Portal interface, provide the ARO with:

If the applicant organisation has access to a DCC
Gateway Connection, one Cryptographic Credential
Token containing credentials issued under the
applicable IKI Certification Authority that
authenticate the ARO to access the SMKI Portal
Interface for the purposes of submission of CSRs in
respect of Organisation Certificates and retrieval of
corresponding Organisation Certificates via a DCC

Responsibility Next Step
SMKI Registration 5.4.2
Authority
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5.4.2 During ARO
verification
meeting and
after becoming
an ARO
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Gateway Connection. The DCC shall ensure that the
Cryptographic Credential Token enables the ARO to
set a PIN code which shall be used each time the
Cryptographic Credential Token is used, to render
the Cryptographic Credential Token operative. Sueh
credentials shall not allow the ARO to-access the

Gateway Connection.

Where the Party, RDP, Manufacturer, SECCo or DCC
(in its role as DCC Service Provider) has not
successfully completed SMKI and Repository Entry
Process Tests, the DCC shall retain such
Cryptographic Credential Token until such time as
the Party, RDP, Manufacturer, SECCo or DCC (as
DCC Service Provider) has successfully completed
SMKI and Repository Entry Process Tests, at which
point the DCC shall send such Cryptographic
Credential Token to the ARO via secure courier.

IKI credentials for submission of CSRs in SMKI Registration
respect of Device Certificates using SMKI Portal Authority
via DCC Gateway Connection

If the applicant has indicated on the Authorised

Subscriber application form that it wishes to be an
Authorised Subscriber for Device Certificates, the
Registration Authority shall determine, in

accordance with the steps set out in Section 5.5 of

the SMKI RAPP, whether there is reasonable

evidence to suggest that it is necessary for the

applicant organisation to become an Authorised

Subscriber for Device Certificates in order for them

to carry out business processes that will, or are

likely to, lead to the installation of Devices in

premises. Where there is such reasonable evidence,

and where the applicant organisation has

successfully completed SMKI and Repository Entry

Process Tests, the SMKI Registration Authority

5.4.3
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c)

d)
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shall, if the ARO wishes to access the SMKI Portal
Interface, provide the ARO with:

If the applicant organisation has access to a DCC
Gateway Connection, one Cryptographic Credential
Token containing credentials issued under the
applicable IKI Certification Authority that
authenticate the ARO to access the SMKI Portal
Interface for the purposes of submission of CSRs in
respect of Device Certificates and retrieval of
corresponding Device Certificates viaa DCC
Gateway Connection. The DCC shall ensure that the
Cryptographic Credential Token enables the ARO
to set a PIN code which shall be used each time the
Cryptographic Credential Token is used, to render
the Cryptographic Credential Token operative.
Socheeseden el b e allo e e A D0 Lo neenes
B e

Where the Party, RDP or DCC (in its role as DCC
Service Provider) has not successfully completed
SMKI and Repository Entry Process Tests, the DCC
shall retain such Cryptographic Credential Token
until such time as the Party, RDP or DCC (as DCC
Service Provider) has successfully completed SMKI
and Repository Entry Process Tests, at which point
the DCC shall send such Cryptographic Credential
Token to the ARO via secure courier.

Amend Section 7.1 as follows:
7. Submission of CSRs and Issuance of Certificates

7.1 Submission of Certificate Signing Requests
The SMKI Interface Design Specification (SMKI IDS) and the Code sets out the provisions in respect of:
the mechanism established for this purpose is in accordance with the procedure in PKCS#10;

naming restrictions in respect of the Subject of each Certificate in accordance with the relevant Certificate
Policy;

the circumstances in which an Authorised Subscriber may submit a Certificate Signing Request (CSR) in respect
of a Device Certificate and the means by which it may do so (SMKI IDS sections 2.3.1.6, 2.4.1.1 and 2.5.1.1);

the circumstances in which an Authorised Subscriber may submit a CSR in respect of an Organisation
Certificate and the means by which it may do so (SMKI IDS sections 2.3.1.1 and 2.6.1.1);

the circumstances in which an Authorised Subscriber for an IKI Certificate may submit a CSR in respect of an
IKI Certificate and the means by which it may do so (SMKI IDS sections 2.4 and 2.5); and

requirements in respect of validation of the format of a CSR, checking that the submitting organisation is an
Eligible Subscriber for the Certificate and rejection if such requirements are not met.
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The SMKI Registration Authority shall validate the Subject of each CSR in respect of an Organisation
Certificate to ensure that each CSR corresponds with an EUI-64 Compliant identifier range that is
applicable to the relevant User Role, as provided in the Organisation Information Form.

Subject to the provisions of the Code and this SMKI RAPP, the DCC shall accept requests for copies of
Organisation Certificates and/or Device Certificates from non DCC Users by phone via the Service Desk

or inthe-case-of Organisation Certificates, viathe SMKI Portal via-the Internet. The DCC shall, following
such a request, provide the relevant information as soon as is reasonably practicable, via a secured
electronic means.
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Appendix K ‘SMKI and Repository Test Scenarios Document’

These changes have been redlined against Appendix K version 4.0.

Amend Section 2 as follows:
Scope

Section 5 of this document sets out which Test Scenarios a Relevant Party or RDP must successfully
complete, depending upon:

¢ which SMKI interfaces or SMKI Repository Interface the Relevant Party or RDP will access and whether this is
for Device Certificates or Organisation Certificates; and
¢ whether access to the SMKI interfaces will be through a DCC Gateway Connection-erusingthe SMKI-Portal

Amend Section 6 as follows:
6. Appendix A: Test Artefacts

6.1. Relevant Party or RDP Documents & Reports
6.1.1 TestPreparation Document Set
The following documentation must be produced by a Relevant Party or RDP before Testing
commences:

¢ Test Readiness Report

¢ Scope of SREPT testing

e TestPlan

¢ Test Data Plan

¢ Test Schedule

¢ Requirements Traceability Matrix

e Test Scripts
Note regarding scope of SREPT testing - which SREPT test scenarios need to be undertaken is
determined by:

¢ which SMKI interface or SMKI Repository Interface the Relevant Party or RDP will access and whether this is
for Device Certificates or Organisation Certificates; and
¢ whether access to the SMKI interfaces will be through a DCC Gateway Connection-e+using-the- SMKI-Portal

Amend Section 8 as follows:

8. Appendix C: Test Scenarios

N« Ranao 0 L n D
PO DY y
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over the internet.
he Test SMKL Service.t} b the SMKLP 1 :
T hat the SafeNet Client | led he SMKLARG’

Amend Section 10 as follows:

Appendix E: Test Completion Certificate
TEST COMPLETION CERTIFICATE
To: [Party / RDP] [SEC Party / RDP ID]
From: [DCC]
[Date]
Dear Sirs,
TEST COMPLETION CERTIFICATE

The relevant tests have been successfully completed to provide the following credentials:

Test Scenarios for Parties or RDPs with a DCC Gateway Connection

IKI credentials for submission of Organisation CSRs using SMKI Portal via DCC Gateway Connection
IKI credentials for submission of Device CSRs using SMKI Portal via DCC Gateway Connection

IKI credentials for Ad Hoc Device CSR Web Service

IKI credentials for Batched Device CSR Web Service

Credentials for SMKI Repository Portal
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Credentials for SMKI Repository Web Service

Credentials for SMKI Repository Portal SFTP

We confirm that the relevant tests have been executed in accordance with the relevant Test Documents. We
confirm that the relevant Exit Criteria have been achieved.

Yours faithfully
[Name]
[Position]

Acting on behalf of the DCC
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Appendix M ‘SMKI Interface Design Specification’

These changes have been redlined against Appendix M version 6.0.

Amend Contents as follows:

Contents

Managed by
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1. Introduction

1.2 Target Response Times

For the purposes of supporting the measurement of Target Response Times in accordance with
Section L.8.3 of the Code, the terms “sending” and “receipt” should be interpreted as follows:

a) for the Ad Hoc Device CSR Web Service interface:

1. “receipt” means the receipt of a Device CSR in the DCC Systems that is
submitted by an Authorised Subscriber via the Ad Hoc Device CSR Web
Service interface, following successful completion by DCC of all verification
and validation checks as set out in the SMKI Interface Design Specification in
relation to ad hoc Device CSRs submitted through the Ad Hoc Device CSR Web
Service interface; and

ii. “sending” means the submission of a Device Certificate or CSR processing
error messages from the DCC Systems to the Authorised Subscriber within the
synchronous response to the corresponding request; or

b) for the Batched Device CSR Web Service interface:

1. “receipt” means the receipt of a Batched Certificate Signing Request (Batched
CSR) in the DCC Systems that is submitted by an Authorised Subscriber via the
Batched Device CSR Web Service interface, following successful completion
by DCC of all verification and validation checks as set out in the SMKI Interface
Design Specification in relation to Batched CSRs submitted through the
Batched Device CSR Web Service interface; and

ii. “sending” means making available the files containing Device Certificates
and/or CSR processing error messages via the Batched Device CSR Web
Service interface, for download by the Authorised Subscriber; or

C) for a Batched CSR via the SMKI Portal interface (via DCC Gateway Connection):

1. “receipt” means the receipt of a Batched CSR in the DCC Systems that is
submitted by an Authorised Subscriber via the SMKI Portal interface, following
successful completion by DCC of all verification and validation checks as set
out in the SMKI Interface Design Specification in relation to Batched CSRs
submitted through the SMKI Portal interface; and

ii. “sending” means making available the files containing Device Certificates
and/or CSR processing error messages on the SMKI Portal interface, for
download by the Authorised Subscriber; or

d) for an ad hoc Device CSR via the SMKI Portal interface (via DCC Gateway
Connection):
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“receipt’ means the receipt of an ad hoc Device CSR in the DCC Systems that
is submitted by an Authorised Subscriber via the SMKI Portal interface
following successful completion by DCC of all validation and verification
checks set out in the SMKI Interface Design Specification in relation to ad hoc
Device CSRs submitted through the SMKI Portal interface; and

“sending” means making available the Device Certificate or CSR processing
error messages on the SMKI Portal interface, for download by the Authorised
Subscriber.

e) for an Organisation CSR via the SMKI Portal interface (via DCC Gateway Connection
e X

L.

11.

“receipt’ means the receipt of an Organisation CSR in the DCC Systems that is
submitted by an Authorised Subscriber via the SMKI Portal interface following
successful completion by DCC of all validation and verification checks set out
in the SMKI Interface Design Specification in relation to Organisation CSRs;
and

“sending” means making the Organisation Certificate or CSR processing error
messages on the SMKI Portal interface, for download by the Authorised
Subscriber.

Annex A — MP272 legal text Page 14 of 36

This document has a Classification
of Clear



Code

SMKI interfaces

2.2 General obligations

The DCC shall ensure that PKCS#10 certification request standard is used for the submission
of Certificate Signing Requests (CSRs). Authorised Subscribers shall submit Certificate
Signing Requests according to the CSR structures as defined in Appendix F of this document.

In accordance with Sections L11.5 - L11.7 of the SEC, unless an Authorised Subscriber
immediately notifies the DCC of Certificate rejection, the Certificate shall be deemed to be
accepted.

The DCC shall ensure that the URLs of the interfaces to SMKI Services shall remain
unchanged in the event of the failure of a component of interfaces to the SMKI Services, or
invocation of business continuity or disaster recovery measures. The DCC shall ensure that
disaster recovery systems are functionally identical to the main interface.

Error codes and examples of error messages in relation to:

a) the SMKI Portal interface via DCC Gateway Connection and-SMKIPortal-interfacevia
the-Internetare set out in the SMKI User Guide;

b) the Ad Hoc Device CSR Web Service interface are set out in Appendix A of this
document; and

c) the Batched Device CSR Web Service interface are set out in Appendix C and
Appendix D of this document.

2.3 SMKI Portal interface via DCC Gateway Connection

Submission of Organisation CSRs and retrieval of resulting Organisation
Certificates

2.3.1.1 Submission of Organisation CSRs by Authorised Subscriber
Subieet-to-the-provistons—ef 2.3 +-+-A-Authorised Subscribers wishing to be issued with an

Organisation Certificate shall ensure that they:

a) generate a relevant CSR in line with Appendix F of this document, and Appendix
B of the Code; and

b) paste the CSR (formatted in line with Appendix F of this document) into the
Certificate Signing Request form and then submit the CSR, via the SMKI Portal
interface.
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Appendix F  Certificate Signing Request Structure

Information to be contained within an Organisation CSR

Table 4 - Version Table 5 - Table 6 - Version 0

Table 7 - Subject Table 8 - Common Name | Table 10 - This field shall only be populated
where, should it be placed in an Organisation
Table 9 - (id-at- Certificate produced using this CSR’s details, it
commonName) would comply with the requirements for the
Subject X520 Common Name field in such
Organisation Certificates, where those terms
have their Appendix B Organisation Certificate
Policy meaning.

Table 11 - Organisational | Table 13 - Remote Party Role Code of the

Unit Subject of the Certificate (2 character
hexadecimal representation of the Remote Party
Table 12 - (id-at- Role Code). E.g. for supplier, value = <02’

organizationalUnitName)

Table 14 - Subject Unique | Table 16 - The 64 bit EUI-64 Compliant
Identifier identifier of the subject of the Certificate

Table 15 - (id-at-
uniqueldentifier)

Table 17 - Subject Table 18 - Public Key | Table 19 - id-ecPublicKey
Public Key | Algorithm
Information

Table 20 - Prime256r1 Table 21 - Public Key Value

(256 bit)
Table 22 - Key Table 23 - Criticality Table 24 - True
Usage
Table 25 - Key Usage Table 26 - digitalSignature
Table 27 - or
Table 28 - keyAgreement
Table 29 - Signature | Table 30 - Table 31 - ecdsa-with-SHA256
Algorithm

CSR forms submitted to the SMKI Portal via DCC Gateway Connection and-the-SMKI Portal
via-the-Internet-will be accepted in PKCS#10 format Base64 encoded. The standard format for

Managed by
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CSR forms submitted to the SMKI Portal via DCC Gateway Connection and-the-SMKIPortal
via-the-Internet-will be ASN.1 DER, including either styles of PEM header (i.e. ----- BEGIN
CERTIFICATE REQUEST and END CERTIFICATE REQUEST or
BEGIN NEW CERTIFICATE REQUEST----- and ----- END NEW CERTIFICATE
REQUEST----- ). The following variants for CSR forms submitted to the SMKI Portal via
DCC Gateway Connection er-SMKI PertalAa-the Internet-will also be accepted:

No PEM headers

Base64 all in one line
Base64 with line breaks at 64 or 76 characters
If line breaks are used the \n and \r\n are both acceptable

Information to be contained within a Device CSR

Table 35 - Ver | Table 36 - Table 37 - Ver

sion sion 0

Table 38 - Sub | Table 39 - Table 40 - Em

ject pty

Table 41 - Sub | Table 42 - Public Key Algorithm Table 43 - id-

ject Public ecPublicKey

Key

Information . .

Table 44 - Prime256r1 (256 bit) Table 45 - Pub

lic Key Data

Table 46 - Key | Table 47 - Criticality Table 48 - Tru

Usage e

Table 49 - Key Usage Table 50 - digi

talSignature
Table 51 - or
Table 52 - key
Agreement

Table 53 - Sub | Table 54 - Ge | Table 56 - Oth | Table 57 -id- | Table 59 - hw | Table 60 - Obj

ject neral Name er Name on- Type ect Identifier,
OID

Managed by
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ﬁgﬁf:atwe Table 55 - gz:gv;;zMo Table 61 -hw | Table 62 - Dev
SerialNum ice ID (EUI-
Table 58 - 64)
Table 63 - Sig | Table 64 - Table 65 - ecd
nature sa-with-
Algorithm SHA256

CSR forms submitted to the SMKI Portal via DCC Gateway Connection will be accepted in
PKCS#10 format Base64 encoded. The standard format for CSR forms submitted to the SMKI
Portal via DCC Gateway Connection will be ASN.1 DER, including either styles of PEM
header (i.e. ----- BEGIN CERTIFICATE REQUEST----- and ----- END CERTIFICATE
REQUEST----- or ----- BEGIN NEW CERTIFICATE REQUEST----- and ----- END NEW
CERTIFICATE REQUEST----- ). The following variants for Device CSRs submitted to the
SMKI Portal via DCC Gateway Connection will also be accepted:

No PEM headers

Base64 all in one line

Base64 with line breaks at 64 or 76 characters

If line breaks are used the \n and \r\n are both acceptable

CSRs submitted via the Ad Hoc Device CSR Web Service interface or the Batched Device
CSR Web Service interface shall not use PEM headers, as set out in Appendix A and Appendix
C respectively.

Managed by
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Appendix N ‘SMKI Code of Connection’

These changes have been redlined against Appendix N version 3.0.

Amend Section 1.1 as follows:

1. Connection Mechanism

1.1. Browser Policy
The DCC shall publish and keep up to date the web browsers and versions which the SMKI Portal interface
via a DCC Gateway Connection; and-SMKI-Pertalinterface via-the Internetsupports.

The DCC shall not be required to continue to support any browser versions from which the browser’s
vendor removes support.

Browsers other than those published may also be compatible, though they will not be supported.

The DCC shall ensure that the SMKI Portal interface via a DCC Gateway Connection and-SMKIPertal
interface-via-the Internetareis tested with the published browsers on different operating systems. The DCC
shall publish and keep up to date the list of operating systems that have been tested.

Operating systems other than those listed above may also be compatible, though they will not be supported.
The browsers (and versions) and operating systems supported by the DCC shall be reviewed from time to
time. The DCC shall seek views from Parties and RDPs prior to the withdrawal of support for any version of

a browser, a browser itself, or an operating system set out above.

Amend Section 2.2 and 2.3 as follows:

2. SMKI Services interfaces
[No longer in use] SMKIPortal-interface viathe Internet

2.3. Authentication to SMKI Services interfaces

2.3.1 Authentication to SMKI Portal interface via a DCC Gateway Connection er-via-the
Internet

The DCC shall secure the SMKI Portal interface via a DCC Gateway Connection er-SMKI-Portalinterface
via-the Internetthrough a mutually authenticated TLS session as set out in the SMKI Interface Design
Specification.

The DCC shall publish to Parties and RDPs a 'SMKI User Guide' meeting the requirements of this
document.
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(d)

(e)
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In order to authenticate to the SMKI Portal, Cryptographic Credential Tokens shall be issued in
accordance with the procedures set out in the SMKI RAPP.

Each Party or RDP wishing to access the SMKI Portal interface shall install the Authentication Client
software on each ARO’s computer used to access the SMKI Portal interface.

The DCC shall make the Authentication Client software available to Parties and RDPs and ensure that
the software:

(a) is accessible via a URL that shall be specified and updated from time to time in the SMKI User
Guide, using One Way Authentication which can be validated using a 'CA Browser Forum
'server certificate that is signed by a 'Root CA' that is present in in the Windows ‘Trusted
Root Certification Authorities’ certificate store’;

(b) is compatible with published operating systems;

(9] is digitally signed using the private key associated with a code signing certificate that is
signed by a root CA that is present in in the Windows ‘Trusted Root Certification Authorities’
certificate store’; and

(d) is supported by instructions as to how to install the Authentication Client software, as set out
in the SMKI User Guide.

The Party or RDP may download, and verify the authenticity and integrity of, the Authentication Client
software on first use by checking the digital signature used to sign the software and validating the 'CA
Browser Forum'! server certificate using the certification authority certificates present in the Windows
‘Trusted Root Certification Authorities’ certificate store’. If such checks are successful, the Party or RDP
may install the Authentication Client software on each computer that they wish to use to access the
SMKI Portal. In Windows, “Administrator” privileges are required to install the Authentication Client
software but are not required to run such software.

The DCC shall ensure that each Cryptographic Credential Token issued contains the appropriate IKI
Certificate and Private Key for that Party or RDP, which is needed to authenticate the ARO to the SMKI
Portal interface via the DCC Gateway Connection-er-the-SMKI-Portal-via-the Internet.

Furthermore, the DCC shall ensure that:

access to the Cryptographic Credential Token is PIN-protected and the Private Key corresponding with the IKI
Certificate used for authentication cannot be removed from the Cryptographic Credential Token;
the Authentication Client software is made available for use by AROs to enable authentication to the SMKI
Portal in conjunction with the Cryptographic Credential Token;
it provides support for the Authentication Client software via the Service Desk;
updates are made available to the Authentication Client software accessible via a URL, as set out in the SMKI
User Guide; and
ensure that all browsers listed in section 1.1 of this document are capable of supporting the requirements set
out in this section.
The process for TLS1.2 mutual authentication to the SMKI Portal interface via the DCC Gateway
Connection erthe- SMKIHPortal viathe Internetis as set out in the SMKI Interface Design Specification.

1 https://cabforum.org/
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Amend Section 3.1 as follows:

3. Managing Demand
3.1. Capacity Management

3.1.1 SMKI Portal via a DCC Gateway Connection-and-SMKI-Pertal via-the Internet

Organisation CSRs

The Registration Authority shall process Organisation Certificate Signing Requests received via the DCC
Gateway Connection-ervia-the Internetin-the same manner.

Managed by
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Appendix S ‘DCCKI Certificate Policy’

These changes have been redlined against Appendix S version 7.0.

Amend Section 6.2 as follows:

6 TECHNICAL SECURITY CONTROLS
6.2 Private Key Protection and Cryptographic Module Engineering Controls
6.2.6  Private Key transfer into or from a Cryptographic Module

(a) The DCCKICA shall ensure that no DCCKICA Private Key is transferred or copied other than:
i) for the purposes of:
(D backup;
(2) restoration; or
3 addition of new hardware, software, or firmware to a Cryptographic Module; and
(ii) in any event, in accordance a level of protection that is compliant with FIPS 140-2 Level
3 or an equivalent cryptographic standard.
(b) The DCCKICA shall ensure that Private Keys associated with Personnel Authentication
Certificates:
i. are transferred from the DCCKICA Systems to the systems of DCCKI Eligible Subscribers
in a PKCS#12 format and protected with a password; and
ii. following such transfer, that any copies held are verifiably destroyed by the DCCKICA.
(c) The DCCKICA shall ensure that Private Keys associated with Personnel Authentication
Certificates for use by Administration Users are generated on a Personal Identity
Verification (PIV) compliant Smart Card Token_or OTP Token.
{e3(d) _ The DCCKICA shall ensure that upon the User Personnel Certificate expiry, the Smart Card
Tokens will become redundant and replaced with OTP Tokens.

Amend Annex A as follows:
ANNEX A
DEFINED TERMS
In this Policy, except where the context otherwise requires:

o expressions defined in Section A (Definitions and Interpretation) of the Code have the same
meaning as is set out in that section;

e the expressions in the left hand column below shall have the meanings given to them in the
right hand column below; and

¢ where any expression is defined in Section A (Definitions and Interpretation) of the Code
and in this Annex, the definition in this Annex shall take precedence for the purposes of the
Policy.

Definitions for this Policy
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One Time Password (OTP) Token a hardware or software based security token used to assist authentication of
User Personnel

Personal Identity Verification a Smart Card Token_ or OTP Token compliant with Federal Information
Processing Standard (FIPS) 201.

Amend Annex B as follows:
ANNEX B
DCCKI CERTIFICATE PROFILES
Requirements Applicable to Personnel Authentication Certificates only

Personnel Authentication Certificates that are issued by the Ul DCCKICA for the purposes of
Authenticating Administration Users to the Self Service Interface shall:

¢ have a keyUsage extension (as per section 4.2.1.3 of RFC 5280) with a value of
digitalSignature. This extension shall be marked as critical (as per section 4.2.1.3 of RFC
5280);

e contain a two policyldentifier in the certificatePolicies extension that refers to the OID for
the DCCKI Certificate Policy and the OID for validation policy of the Smart Card Token_or
OTP Token PIV Authentication Key;

e contain an authorityKeyldentifier in the form [0] Keyldentifier. This shall be generated using
method (2) of section 4.2.1.2 of RFC 5280. This extension shall be marked as non-critical;

¢ include the Subject name as a meaningful name or other means of identifying an individual
as provided by the DCCKI Eligible Subscriber; and

e have a Validity Period of 3 years.

e Upon expiry of a Smart Card token, the DCCKICA will only issue OTP Tokens.

Root DCCKICA Certificate DCCKI Certificate Profile
Interpretation
subjectPublicKeylInfo.

The Public Key algorithm shall be RSA as defined in NIST FIPS 18064-6.
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Appendix T ‘DCCKI Interface Design Specification’

These changes have been redlined against Appendix V version 4.0.

Amend Section 2.7 to 2.14 as follows:

DCCKI SERVICE INTERFACE

Issuance of Personnel Authentication Certificates to Administration Users

Initial Issuance of a Personnel Authentication Certificate to Administration Users

2.6

2.7

(a)
(b)

2.8

2.9

(a)

(b)

2.10

2.11

In order to obtain an initial Personnel Authentication Certificate, an Administration User shall log
onto the Personnel Credentials Interface via the Self Service Interface using the supplied username,
and single use password as provided in accordance with the DCCKI RAPP.

Upon initial login, the SSI Administration User shall be required to:
change the password for the user account from that provided; and

provide answers to security questions that will subsequently be used to confirm the identity of
that Administration User if their password is forgotten, their Personnel Authentication
Certificate has expired,-ex the Smart Card Token or OTP Token provided to that Administration
User is lost or stolen.

On successful change of the user account password, the Administration User shall be able to
request initialisation of the Smart Card Token or OTP Token which will result in a Personnel
Authentication Certificate Application.

In order to initialise the Smart Card Token or OTP Token, the Administration User shall:
request an OTP on the OTP Token or connect the Smart Card Token to the system that the

Administration User is using to access the Personnel Credentials Interface. The system shall be
configured in accordance with sections 2.5 (b) and (c) of this DCCKI IDS; and

request initialisation of the Smart Card Token_or OTP Token by following the instructions
displayed on the Personnel Credentials Interface.

Following a successful request for initialisation of the Smart Card Token_or OTP Token the DCC
shall ensure that, where the Smart Card Token_ or OTP Token generates a Personnel Authentication
Certificate Application, this shall automatically be submitted to the Ul DCCKICA.

The Administration User shall be notified via the Personnel Credentials Interface as soon as
reasonably practicable of the Issuance of a Personnel Authentication Certificate for that
Administration User.

Subsequent Issuance of a Personnel Authentication Certificate to Administration Users

212 Prior to the expiry of a Personnel Authentication Certificate Issued to an Administration User, that
Administration User may:
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(a) log onto the Personnel Credentials Interface via the Self Service Interface, using their Smart
Card Token, username and password_or OTP Token; and

(b) reinitialise the Smart Card Token or OTP Token by following the steps set out in section 2.9 of
this DCCKI IDS, which will result in the Issuance of a new Personnel Authentication Certificate.

2.13 In the event that a Personnel Authentication Certificate Issued to an Administration User has
expired prior to their obtaining a new Personnel Authentication Certificate, that Administration

User may:

(a) log onto the Personnel Credentials Interface via the Self Service Interface and obtain a new
Personnel Authentication Certificate by:

)] using their Administration User username and password; and

(i) providing answers to the security questions as selected when obtaining their initial
Personnel Authentication Certificate; and

(b) reinitialise the Smart Card Token_or OTP Token by following the steps outlined in section 2.9
above which will result in the Issuance of a new Personnel Authentication Certificate.

2.14 In the event that the Smart Card Token or OTP Token is lost or stolen, an Administration User may:

(a) obtain a new Smart€ardOTP Token from their DCCKI ARO in accordance with the DCCKI Code

of Connection;
(b) log onto the Personnel Credentials Interface via the Self Service Interface:
)] using the Administration User’s username and password; and
(i) providing answers to the security questions as selected when obtaining their initial

Personnel Authentication Certificate; and

(© initialise the Smart€ardOTP Token by following the steps outlined in section 2.9 of this DCCKI
IDS which will result in the Issuance of a new Personnel Authentication Certificate.

Issuance of Personnel Authentication Certificates to other User Personnel
Initial Issuance of a Personnel Authentication Certificate to other User Personnel

2.15 The initial Issuance of a Personnel Authentication Certificate to a User Personnel shall be via the
Personnel Credentials Interface following the creation of an account for that User Personnel by an
Administration User.

2.16 In order to provide Authentication credentials to User Personnel, (which shall comprise a single
use password and a username) an Administration User may:

(a) log onto the Self Service Interface using their Smart Card Token or OTP Token, username and
password in accordance with the Self Service Interface Access Control Specification and Self
Service Interface Code of Connection;

(b) create additional user accounts for other User Personnel; and

(© provide details to those User Personnel including a username and single use password that
allows them to log onto the Personnel Credentials Interface via the Self Service Interface.
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Appendix V ‘DCCKI Code of Connection and DCCKI
Repository Code of Connection’

These changes have been redlined against Appendix V version 2.0.

Amend Section 3.7 as follows:

THE DCCKI INTERFACE CODE OF CONNECTION

Management of Smart Card Tokens and OTP Tokens

3.5 Parties shall physically protect the Smart Card Token_ or OTP Tokens from unauthorised access and
shall ensure the Smart Card Token is only used for the purpose for which it is intended.

3.6 In the event that an Administration User loses a Smart Card Token, that Administration User shall
notify a DCCKI ARO for the DCCKI Subscriber. That DCCKI Subscriber shall ensure that the notified
DCCKI ARO notifies the Service Desk.

3.7 DCC shall provide a replacement Smart-CardOTP Token where it receives a reasonable request for
such replacement from a DCCKI ARO.

3.8 Where a Smart Card Token is no longer required, DCCKI Subscribers shall destroy that Smart Card
Token beyond use and may subsequently discard it. DCCKI Subscribers shall notify the DCC of any
such destruction.

3.9 Where an Administration User no longer requires access to the Self Service Interface, the DCCKI
ARO shall raise an Incident in accordance with the Incident Management Policy in order to request
retirement of the Self Service Interface account for that Administration User. The DCC shall ensure
that this results in the revocation of the Personnel Authentication Certificate previously Issued to
that Administration User.

Amend Annex A as follows:

ANNEX A

DEFINITIONS

In this document, except where the context otherwise requires:

expressions defined in Section A of the Code (Definitions and Interpretation) have the same meaning as is set
out in that section; and

any expressions not defined here or in Section A of the Code have the meaning given to them in the DCCKI
Certificate Policy, the DCCKI Registration Authority Policies and Procedures or the Self Service Access Control
Interface Specification.

One Time Password (OTP) Token ahardware or software based security token used to assist authentication of
User Personnel
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a physical security device used to assist authentication of User Personnel

a web browser version that the DCC supports for use with the Self-Service
Interface as listed, and as updated from time to time, in the DCC bBrowser
pPolicy seetien-ofand published on the DCC Website

Managed by
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Appendix W ‘DCCKI Registration Authority Policies and
Procedures (DCCKI RAPP)’

These changes have been redlined against Appendix W version 4.0.

Amend section 3 as follows:

PARTY AND REGISTRATION DATA PROVIDER ENROLMENT

Submission of Administration User Credentials Requests

3.19

3.20

A DCCKI ARO of a DCCKI Authorised Subscriber that meets the conditions set out in section 3.18 of
this DCCKI RAPP may submit an Administration User Credentials Request to the DCCKI
Registration Authority using the form provided for the purpose on the DCC Website, which shall be
substantively in the form set out in Annex A (A5) to this DCCKI RAPP.

In submitting an Administration User Credentials Request, a DCCKI ARO of a DCCKI Subscriber
shall provide the required details of the User Personnel who are to be provided with Smart Card
Tokens_ or OTP Tokens, single use passwords and usernames for the purposes of establishing
access to the Personnel Credentials Interface, and submitting a Personnel Authentication
Certificate Application as Administration Users.

DCCKI Registration Authority processing of Administration User Credentials Requests

3.21

(a)

(b)

(c)
3.22

(a)
(b)

()
(d)

On receipt of an Administration User Credentials Request, DCCKI Registration Authority Personnel
shall;
confirm via the Service Desk to the DCCKI ARO that submitted the request that such request
has been received, where this notification may be made via telephone or in writing using the
contact details established as part of enrolment to the DCCKI Services;
ensure that the submitting organisation meets the conditions set out in section 3.18 of this
DCCKI RAPP; and
ensure that all required information has been provided.
Where the Administration User Credentials Request is valid, the DCCKI Registration Authority shall
in relation to that request:
ensure that single use passwords and usernames are generated for each member of User
Personnel whose details are provided;
provide, via a secured electronic means as set out on the DCC Website, the usernames to be
associated with those User Personnel for the purpose of accessing the Personnel Credentials
Interface;
provide, via secure post or secure device, the single use passwords to be associated with those
User Personnel for the purpose of accessing the Personnel Credentials Interface; and
provide one Smart Card Token or OTP Token for each member of User Personnel identified:
)] to the DCCKI ARO that submitted the request or their named alternative, whose details
have been provided by that DCCKI ARO at the time the request was made. This delivery
may be in person, via a nominated employee, or via a commercial courier service. (Any
person delivering the materials shall have information that enables verification of the
materials and the sending organisation, and allows authentication of that person’s
identity); and
(i) ensure that the DCCKI ARO that submitted the request (or their named alternative) is
advised in advance of any such delivery, including the means of delivery, and the name of
the person that shall be making that delivery. This notification may be made via telephone
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or in writing using the contact details established as part of enrolment to the DCCKI
Services.
3.23 If the Administration User Credentials Request is not valid, the DCCKI Registration Authority
Manager shall ensure that a DCCKI SRO of the submitting organisation and the DCCKI ARO who
submitted that request is notified of the reasons for its rejection.

Establishment of Administration User credentials

3.24 On receipt of the Smart Card Tokens, usernames and single use passwords from the DCCKI
Registration Authority, the DCCKI ARO shall ensure the distribution of the required materials to
the relevant User Personnel within their organisation. Those User Personnel may then use the
materials to access the Personnel Credentials Interface for the purposes of submitting a Personnel
Authentication Certificate Application and obtaining a Personnel Authentication Certificate in
accordance with the procedures set out in the DCCKI Interface Design Specification.

3.25 Following successfully obtaining a Personnel Authentication Certificate, the User Personnel
nominated by that DCCKI ARO shall be an enabled Administration User who may then create
usernames and single use passwords for other User Personnel within their organisation in
accordance with the DCCKI Interface Design Specification.

3.26 In the event that, following provision of Smart Card Tokens, usernames and single use passwords
by a DCCKI ARO, relevant User Personnel are unable to successfully obtain a Personnel
Authentication Certificate, that DCCKI ARO shall raise an Incident in accordance with the Incident
Management Policy, in order to resolve the matter.

Amend Annex B as follows:
ANNEXB DEFINED TERMS
In this DCCKI RAPP, except where the context otherwise requires:

¢ expressions defined in Section A of the Code (Definitions and Interpretation) have the same meaning as
is set out in that Section;

¢ the expressions in the left hand column below shall have the meanings given to them in the right hand
column below; and

* where any expression is defined in Section A of the Code (Definitions and Interpretation) and in this
Annex, the definition in this Annex shall take precedence for the purposes of this document.

Definitions for this DCCKI RAPP

Administration User means a request submitted by a DCCKI ARO for the provision of Smart Card
Credentials Request Tokens_ or OTP Tokens, usernames and single use passwords to be utilised by
User Personnel nominated to be an Administration User.

One Time Password (OTP) a hardware or software based security token used to assist authentication of

Token User Personnel.

Smart Card Token a physical security device used to assist authentication of User Personnel.
Annex A — MP272 legal text Page 34 of 36

This document has a Classification
of Clear



SEC

Smart Code

Appendix Al ‘Self-Service Interface Code of Connection’

These changes have been redlined against Appendix Al version 3.0.

Amend Definitions as follows:
Definitions
In this document, except where the context otherwise requires:

expressions defined in Section A1 of the Code (Definitions) have the same meaning as is set out in that Section;
the expressions in the left hand column below shall have the meanings given to them in the right hand column
below; and

any expressions not defined here or in section A1 of the Code have the meaning given to them in the Self-
Service Interface Access Control Specification, the SSI Baseline Requirements Document or the DCC User
Interface Specification.

Supported Web Browser a web browser version that the DCC supports for use with the Self-Service Interface as
listed, and as updated from time to time, in the DCC Browser PolicylnternetExplorer
versions 9, 10-and 11, and a minimum of 2-other browsers-as listed and published on

the DCC Website{suchlistasupdated-fromtime-to-time}.

Managed by
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Appendix AO ‘S1SPKM Compliance Policy’

These changes have been redlined against Appendix AO version 2.0.

Amend Section 2.2 as follows:
2 S1SPKI INDEPENDENT ASSURANCE SCHEME

Quality Requirements

2.2 The quality requirements specified in this Part 2.2 are that the S1SPKI Independent
Assurance Scheme must be a scheme:

e)b) is an accredited scheme approved by the SMKI PMA .theproviderof-which:

Managed by
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